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Peny6anka CpGuja

OCHOBHM CYJITIETPOBALL HA MJIABH
1Cy-1-934/19

24.10.2019.ro.

IMetposau va Maasn

Ha ocrosy unana 8. 3akona o undopmaumonoj Gesbeasoctn (,CayxGenn raacuuk PC*
Gpoj 6/2016 u 94/2017), unana 2. VpeaGe o Guikem capxajy [Npasuinika o GesGeanoct
MHOPMAIMOHO KOMYHMKALMOHMX ~CHCTeMa O] TOceGHOr 3Hauaja, HauMHy TnpoBepe
MHGOPMALHOHO KOMYHMKALIMOHMX CHCTEMa O/ MoceGHOr 3Hauaja M cajpikajy M3sewTaja o
npoBepH  HH(OPMALMOHOr KOMYHHKALMOHOT cHcTema O moceGHor snauaja (,CaymGenn
raacuik PC* 6poj 94/2016) u wnana 59. 3akoHa o areHuHjH 3a GopGy MPOTHB Kopymiuje
(.CayxGenn raacuuk PC, Gpoj 97/2008, 53/2010, 66/2011, 67/2013, 8/2015), B®
IMpenceanuka cyna, Bane Mapkosuh, aana 24.10.2019. norocu:

TIPABHJIHUK O BE3BEJIHOCTH
HHO®OPMAIIHOHO KOMYHHUKAIIHOHOT CHCTEMA
OCHOBHOT CY/IA Y IETPOBILY HA MJIABH

YBOJHE OJIPEJABE
Yaan 1.

Osum Tlpasunuukom ypehyjy ce mepe sawrure oA Ge3GeaHOCHMX pH3MKa y
MHGOPMALIMOHO KOMYHHKALIHOHOM CHCTEMY CY/a, HAUHH M NPOLE/yPE NOCTH3AMA H O/IPKABALA
azexsaTHorHMBoa GesbeanoctH, W osiawhera M OArOBOPHOCTH 3ANOCIACHHX Yy Be3H ca
Gesbeanomhy u pecypeuma MKT cucrema cyna.

Yaan 2.

Mepe nponucane oim [TpaBWIHHKOM OAHOCE Ce Ha CBA 3anocieHa HMua, Tj. Ha
LENOKYTIHO CYICKO 0coBbe i CBe Cyauje.
Yaan 3.

Tojeanni Tepumin y cwmeny opor Tpasiinka imajy crezehe snaderse:

1)Mndopmauono  xomynukausonn  cucrem  (MKT cicrem) je  Texionomko
opramMsauMoHa uenMHa Koja oOyxsata cse ypehaje 3a enextponcky ofpaay nojaraka
(xapasepcke W codTBEpCKE KOMIOHEHTE, MPEXY H MpEXHe pecypce, cepsep M ocTany
KOMYHHKALHOHY ONpeMy);
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2) Oneparop MIKT cucrema je Ochosri cya y TMerposiy #a Mnasw kao opran jasse
BJACTH, Tj. APKABHH OPraH;

3) Mnopmaunona GesbeaHocT npeactasba cKyn Mepa Koje omoryhasajy aa nojaum
Kojima ce pykyje nyrem HKT cucrema Gyay saurrhern oA Heopnawheror npuctyna, aa Gyay
JIOCTYTIHH, yNIOTPEG bHBH Ha 3axTeB OBAANEHHX IHLA OHAA KAZA CY WM NOTPEGHH, 1a ce 04yBa
H3BOPHH CA/pkaj H KOMILIETHOCT N10/IaTaka, /ia Ce NpelyNnpe/e PH3HLM U /1a Ce AleKBATHO BPIIH
YNIpaB/barse PHIHLIME;

4) Pusux noapasymesa moryhHocT Hapymasama HHpopmaumoke GesbeanocTH;

S) Vnpanmame DHIMKOM MOAPa3yMEBa CKYN Mepa (IIAHWpaibe, OPraHWIOBaWE W
yoMepaBaie aKTHBHOCTH) y Wby obesbehersa 1a PHIMUH OCTaHy y MPOMMCAHHM H
PUXBAT/LHBHM OKBHPHMA;

6) VIHUMASHT je yHYTPaLIIa WK CTIO/bHA OKOTHOCT WA 10rahaj KOjHM Ce Yrpokasa Win
Hapymasa HH(popmauHoHa Gesbeanoct;

7) Mepe 3amrure MKT cuctema Cy TeXHHUKE H OPraHW3aUMOHE MEpe 32 yNpaBlbame
6e36eIHOCHHM PH3HLIAMA;

8) TajHoc je CBOJCTBO Koje 3HaUM A2 MOAGTAK HHje A0CTYNaH HeopaamheHHM THIME;
9) Tajlm noaaTax je nopatak Koju je y ckaany ca Iponicima o TajHoCTH nozaTaka
onpehieH 1 o3HasCH OAPEhEHHM CTENEHOM TajHOCTH;
10) Backup je pesepeia Konmja nozaTaa;

11) UPS (UNINTERRUPTIBLE POWER SUPPLY) je ypehaj 3a Henpexuano Hanajaise
€1EKTPHYHOM CHEPTHjOM;

12) USB unu driem MemMOpHja je Cro/batiisbH ME/IHjyM 3a CKIQAHIITEE N0AaTaka;

13) CD-ROM (COMPACT DISK-READ ONLY MEMORY) u DVD cy meaujymu 3a
CHHMAFE H CKIIMILTEr:E NOAATAKa;

14) Mndopmaurona 106pa 0GyxBatajy noc08He HHOPMALHje, Tj. CPEACTBA IYTEM KOJHX
ce BpIIM H3pana, 0Gpaza, UyBaLe, PEHOC, GPHCAILE H YHHLITABAME NIOATAKA, YKbydyjyhu cBe
€/eKTPOHCKe 3aIHce, PadyHapcKy ONpeMy, Cepep, MpekHy onpeMmy, 6ase nojaraxa, nociosHe
annMKaumje,KOHQUTYPALM]y — XApABEPCKHX — KOMINOHEHATA, TEXHHYKY M KOPHCHHUKY
JIOKyMeHTalLHjy, WHTEpHE aKTe Koju ce oHoce Ha MKT cucrem i cnuro.

MEPE 3ALITHTE
Ynan 4.

Mepama sawrtute ce obesGellyje mpeBeHUMja ON HACTAHKA MHUMICHATE, OAHOCHO
NpEBEHILHja H MHHMMH3ALH]A LITETE O/l HHUMACHATA KOjH YTPOJKaBajy BPUICHE HALICKHOCTH U
0oGaB/bare 1ENaTHOCTH.

Mepe saurrure KT cucrema obyxsatajy creehe nociose:

1) Venocrammame oOpramMlawMOHe CTpyKType ca  yrephewum mociosMma
OATOBOPHOCTHMA 3ANIOCTEHHX, KOjH CY OCMOCOB/CHH 3 N0CA0 KOJH PaZie W PasyMejy CBOjy
OAroBOPHOCT;

2




image3.jpeg
2) Orpaniuerbe MPHCTYIA MIOAAUMMA  CPEACTBIM 32 0Opaly MOAATAKa (pasyHapua);

3) Onemoryhasame, OHOCHO cripevaBame HeoBrawheHe HIH HEHaMepHE H3MeHe,
ry6uTKa, omTehersa H 310yNOTPedE NOAATAKA 1 CPE/CTABA 32 OOPALY NIOJATAKE;

4) 3awrHTa NoaaTaxa M cpe/cTasa 3a 0Gpajy nojiaTaka o4 310HaMepHor copreepa;

5) OGesGehupawe wcnpasHor u Gesbeawor QyHkuMoHucamwa cpeicrasa 3a ofpany
nozaTaxa;

6) 3amrTuTa OJ PH3HMKA KOjH HACTajy MPH MPOMEHamMa NOCNOBA WM NPECTaHKa pagHor
anraKoBarba MU 3anocaennx koa Onepatopa MKT ccrema;

7) Ousuuka 3aurTHTa 0GjeKaTa, NPOCTOPA, NPOCTOPH]A, OAHOCHO 30HA Y KOjHMA C& HAnale
cpencrea u gokymentn MKT cuctema n o6pabyjy nonaun y UKT cucremy;

8) INpesenumja u pearobame Ha Ge3beaHOCHE HHIWICHTE, NPHjABBHBAKE HEAOCTATAKA H
npe/narase 0Aroapajyhux Mepa y unsby noGosbiara Hidopmaunone 6e36eaHoCTH.

AJIMHHHUCTPATOP HKT CHCTEMA
Ynan 5.

MKT crctemMoM ynpasba H PyKOBOH 3anOC/IeHH KOjH NOCE/je aAMHHHCTPATOPCKH
HTOT, y CKAAZY Ca ONHCOM 10C10Ba H3 Bakeher aKTa O CHCTOMATHIAIH]H PATHUX MECTa.

AZIMHHHCTDATOPCKH HAJIOF je jeIMHCTBEHH HAOr KOjuM je omoryhes npuctyn u
aammnucTpaunja caux pecypea KT cHCTeMa, Kao H OTBaparbe HOBHX H H3MeHa NocTojehux
Hanora.

3anocsieHo MU KOje HMa aIMHHHCTPATOPCKM HAJIOT, MMa MpaBa MPHCTYNa CBHM
pecypcuma MKT cHcTema (CO{TBEPCKHM H XaPABEPCKHM, MPEAH W MPEKHHM PECYpCHMa) Y
Wby HHCTANALM]E, O/IPXKABAIHa, O/CIIABAKA W yNpaB/batba pecypcuma UKT cucrema.

AZIMMHHCTPATOP BOJH €BWICHIU]Y O KOPHCHHYKHM HANO3HMA, MPOBEPABA HHUXOBO
xopuuherse, MCHa Npasa NPHCTYNa W YKMAA KOPHCHHYKE HAJIONE Ha OCHOBY 3axTesa
3aN0C/IEHOT, OAHOCHO HAUIEKHOT PYKOBOJHOLA.

3anocnienn Kkoju ynpasmba MKT cucTemoM (aIMMHHCTpaTop) AyXaH je Ja CBaKor
HOBOT KOPHCHHKA YI03HA Ca OAFOBOPHOCTHMA H NpasiiMa Kopuhersa MKT pecypea cyza
W /2 BOAM CBJCHUMiy O W3jaBaMa HOBO3ANOCICHMX KOPHCHWKA 1a Cy YMO3HATH ca
npasuva kopumhersa MKT pecypea.

Esunenumjy o undopmaunornm 106puma cyna Boam aamunnctparop MKT cucrema y
NANHPHO] WK EACKTPOHCKO] OPMH.

HAJIO3H KOPHCHHUKA
Yaan 6.

KOpHCHHHKH HAlIOT Ce CaCTOjH O/l KOPHCHHYKOT HMEHA H JIO3HHKE.
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KOPHCHHUKO MMe ce KpeHpa Ha Taj HA4MH LITO Ce MPBO YNHCYje MME, Na mpesuMe
3aN0CTIEHOT, KOja Cy O/BOjEHA TAYKOM M Kyuajy ce JaTHHHYHMM MHcMom Ges ynotpeGe
cnosa B, XK, Jb, I, B, 4, 11, L.

VmecTo hMPHAHUHHX C7I0BA HABEJICHHX Y PETXOHOM CTABY KOPHCTE CE NATHHHYHE
o3nake 3a ueta, # 10: B- DJ; K- Z, Jb-LJ, 1b-NJ, B-S, Y-S, [I-DZ, 11I-S.

Jlo3HHKa KOPHCHHKA MOPA /1a CAZIpKH MHHHMYM OCAM KApAKTEpa KOMGHHOBAHHX Ol MATHX
M BEMKHX C10Ba, U(apa 1 CEUHjaIHiX 3HaKOBA.

Jlo3uHKa He CMe J1a CAlpXKH MMe, npesume, 1aTym poberba, 6poj Teneona u apyre
NPENO3HATILHBE MOIATKE 3ANOCTEHOT.

AKo KOPHCHHK MIOCYMIba Jia je APYTO JIHILe OTKPHIO HEroBY I0SHHKY AYKaH je Jia
HCTY OZIMAX HIMEHH.

KOpHCHHK je ly’KaH /1a MeHba JIO3HHKY Ha CBAKa /1Ba Mecela.
McTa 103MHKa ce He CME NOHAB/BATH Y BPEMEHCKOM NEPHOLY Ol LIECT MECelH.
Ynan 7.

KOpHCHHK MOe 11a KOHCTH Caumo CBOj KOPHCHWYKH HAlOr KOjH je A0GWO oX
aIMHHHCTPaTOpa M He cMe Ja omoryhn Apyrom juuy Kopuwherme HeroBor KOPHCHHYKOr
HA/IOra, OCHM AIMHHHCTPATOPY 3a MOJIeLIaBakbe KOPHCHHUKOT NPO(HIIA H pajlHe CTaHHLE.

KopHCHHYKH HANOr J0fe/byje AAMMHMCTPaTOp Y Capaib C€a HernocpeaHHM
PYKOBOAHOLEM.

3a nociose uIpweHe NOA OAPEHCHUM KOPHCHHUKHM HMEHOM M JOSHHKOM
onroopait je Kophcimk MKT cHCTeMa KOME je KOPHCHHSKO HME, Ti. HATIOT Z0€beH.

HeonnawheHo yCTyNaime KOPHCHHWKOT HAZora JPYIOM WLy, MOLIEXe
VCUMILIHCKO] OATOBOPHOCTH.

HAJI30P H KOHTPOJIA O/I CTPAHE AIMUHHUCTPATOPA
Yaan 8.

Amwmnnctpatop MKT cHoTea y 06aBesH je 12 KOHTHHYHPAHO HAA3HPE H TPOREpaBa
(yHKuHOHMCarbe CpeACTaBa 3a 00pajly N0/IaTaKa, /1a YNpasJba PHIHLMUMA KOJH MOTY YTHUATH Ha
Gesbeanoct MKT cHCTeMa, Kao 1 1a IGHHPA M IPE/LIE PYKOBOZHOLL OAroBapajyhe mepe.

Anvusmctparop MKT cucrema je aykaH Aa poBepaBa 1a 7 Ce y OMEPATHBHOM pazty
A1eKBATHO NpPHUMelbYjy NpeasulleHe Mepe 3aWITHTE W MPOUEAYPE Y CKialy ca yrepheHum
osnamhemHMa M OATOBOPHOCTHMA, 1@ BPUIM NpoBepy Ge3GeaHOCHHX CnaGOCTH Ha HMBOY
TeXHMuKMX KapakTepctuka kommonentH MKT cucrema, apXuTexType pelersa, TeXHHYKe
KOH(Hrypauuje.

O M3BpIIEHO] NPOBEPH CAYMFLABA HIBCLITA] M JI0CTABIbA PyKoBOAHOLY. H3pewTaj Tpeba
J1a canpxw Bpeme NpoBEpe, CNPOBEJCHE Paie, 3ak/byuke MO NMHTAlLY AJEKBATHE NMPHMCHE
npeABHIEHHX MEpa 3AUITHTE, 3aKkbyuKe N0 NWTAly EBEHTYATHHX GEGEAHOCHHX CTabocTH,
olleHy cTama y norAeny MH(OPMAIHOHE Ge3GEAHOCTH, MPEIOT EBEHTYATHHX KOPEKTHBHHX
Mepa, M noTnHC AMua Koje je crposeno nposepy KT cucrema.
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TPECTAHAK PAJTHOTI O/THOCA 3ATIOCJIEHOT ¥
TMPOMEHA PAJIHOI' MECTA M OBJIAIIREIA

Yaan 9.
V cayuajy npoMeHe paaHor MecTa, OAHOCHO oBrawhera KOPHCHHKA, aJMHHHCTPATOP

KT cucrema he u3spumru npomeny npasa y xopuuwherwy MKT cucrema, y cknany ca
ONMCOM PaZHHX 331aTAKA H 33XTEBOM PyKOBOAHOLA KOPHCHHKA.

'V cayajy npecTanka pagHOr aHTaXOBAILA KOPHCHHK, 1HErOB KOPHCHHUKH HAIOT Ce
TacH Tj. yKuaa.

O npecTaHKy paHOr OHOCA WM PAIHOT AHIAXKOBAKA, KAO H MPOMEHH PAJHOT MeCTa
KOPHCHHKA, PYKOBOAWAAL je AyKan 1a obasectd aamumuctparopa MKT ccrema, paan
YKHJIa1ba, OIHOCHO H3MEHE NPHCTYTIHHX HAZIOTa TOT KOPHCHHKA.

KOpHCHHK je HAKOH MPECTAaHKa MPABHOI OCHOBA NO KOME je NPHCTYNAo pecypeHMa
MKT cucrema cyna, y obasesn Ja He OTKpHBA MOJATKE KOjU Cy O] 3Hauaja 3a
unpopmaunony Gesbeanoct UKT cucrema.

TNIPEHOCHBH ME/IHJH H AHTHBHPYCHA3SALUTHTA
Yaan 10.

3aUITHTA Ol 3I0HAMEPHOT CO(TBEPA HA MPEKH CPOBOAM CC Y WHJBY 3AITHTE OX
BHpYCa M Ipyre BPCTE 3/IOHAMEPHOr KOA KOJH Y PauyHapcKy MPEXy MOTY OCTICTH HHTEpHET
KOHEKIMjOM, MMEj/IOM, 3apaxeHuM npexockum meaujuma (USB memopujom, CD-om, wra),
MHCTATAUMOM HETHLECHUHPAHOT COPTBEPA | CHYHO.

3a yeneiny 3auITHTy O/ BUPYCa Ha CBAKOM PauyHapy je MHCTAlMpaH aHTHBHPYCHH
nporpa.

(CBAKOIHEBHO Ce aYTOMATCKH Y Ta4HO oipeljeHo Bpeme BPUIK J0NYHA AHTHBHPYCHHX
nedunHuMja.

3alpameHo je 3ayCTaB/baike H HCK/bY'HBAHE AHTHBHPYCHOT codTBepa.

Tperiocus meanjun (USB memopuja, CD) npe kopumhersa mopajy GiTi nposepeni
Ha NPHCYCTBO BUPYca o/l cTpane aamunnctparopa KT cucrema.

V cayuajy Aa KOPHCHHK NPHMETH HEOGHYHO NOHAWIAILE pauyHapa, 3anaxare TpeGa
Ges opnaraiba aa npujasy anmunuctpatopy MKT crerema.

NOCTYNAE CA OIIPEMOM HKT CHCTEMA
Yaan 11.

TlpocTopy y KOMe Ce Hanase CepBEPH, MPEXKHA H KOMYHHKALMOHA ONPeMa HMa Npaso
npuctyna camo aamuructparop KT cuerema.




image6.jpeg
'V NpocTOpy je HEONXO/HO YCTIOCTABHTH M OAPXasath oarosapajyhy Temneparypy, y
cKnaay ca BakehUM CTaHAAPANMA (KIHMATH30BaH NPOCTOP).

TposopH 1 BpaTa Ha NPOCTOPHjH W3 CTaBa 1. OBOT 4iaHa MOPajy yBeK GHTH 3aTBOPEHH.

Cepeep 1 MpexHa onpema (Switch, Modem, Router, Firewal) Mopajy cranso GuTi
npHKyuenu Ha ypehaje 3a Henpekuano Hanajarse-UPS.

VY cnyuajy HecTaHKa eleKTpHUHE eHepruje y nepuoay ayxem on kanauurera UPS-a,

anmurnctpatop MKT cucTema je aykaH fa MCK/bYdH Onpemy y cKialdy ca mpoueaypama
npoussolaua onpeme.

Ipe ysohjera y paj HOBOr cO(TBEpa HEOMXOJHO je HAMPABHTH KOMH]jy-apXHBY
noctojehux nojataka, y Wwby MpHnpeme 3a npoueypy bpahama Ha MPETXOAHO CTaGHAHY
Bep3Hjy.

Mucranuparse HOBOT codTBepa, Kao i akKypHpaibe nocrojeher, 0AHOCHO HHCTANAUK]A
HOBE BepIWje, MOKE Ce BPUINTH Ha HA4H KOjHl HE OMCTA ONICPATHBHM Pai 3aNOCICHOT-
KOPHCHHKa.

Yaan 12.

KoMyHMKaIONH Kab70BH 1 Ka670BH 38 Hanajaske MOpajy GHTH MOCTABLEHH y 3HIY
MM KaHATHLAMA, TAKO Ja ce oHemoryhu HeomnawheH NMPUCTYN, OAHOCHO Aa Ce M3BPIIH
wn3onaumja o4 Moryher omrehersa.

Mpesa onpema (Switch, Router) ce Mopa HanasuTH y akbyuanom Rack opwatry.

Anvunmctparop MKT cucTema BpIM KOHTPOJZHH MpErfiel MPEXHE OnpeMe H
(61aroBpeMeHO MPEY3HMa Mepe Y LHIbY OTKaHkaha CBEHTYATHHX HENPaBHIHOCTH.

Yaan 13.

V cayuajy usHomemwa onpeme MKT cucrema paam CepBHCHpaia, HEONXOIHO je
NiHcano 0/106perbe PyKOBOAHOLA.

Amvunucrpatop HKT cictema ofpebyje cae AcTasme Be3atie 3 WIHOUIEHE OTPEME H
CauMFbaBa 3AMHCHHK Y KOME CC HABOA HA3HB i THIT ONpEME, CEPHiCKH GPoj, HA3HB CepBHCEpa.

¥V cnysajy Kpajise MyAe, y WAy CAWIABAIA OMPEME, HCTA C& MOKE H3HETH Ge3
0206peia pyKoBOAHOLL.

PE3EPBHE KOITHJE ITOJIATAKA
Yaan 14.

Anmunmctparop MKT crctema je y oGaBesu 1a npasu pesepsre Konuje Gasa nojataka
HAjMaRe jeIHOM HEBHO.
bBase nosataka o6ase3Ho ce apxuBHpajy H Ha npeHocuse Meamje (CD Rom, DVD, USB,

excTepuu Xxapa awck).3a notpeGe oGHoBe Gase nojaTaka CBaKW NPHMEPAK NPEHOCHOr
MH(OPMATHYKOT MEIMja ca KONHjaMa-apxHBama Mopa GHTH o3HaueH Gpojem, BPCTOM (1HeBHa,
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HE/Ie/bHA, MECeUHa, FOMIIMLA), ATYMOM H3paje KOMMje-apXMBe, Kao W MMEHOM 3anocieHor
KojH j& HIBPUIHO KOMHpAIbe-apXHBHpAILE.

JlueBHe, He/le/bHE M MeCeHe KONMje-apXuBe ce 4yBajy y MpoCTOPHjH Koja je duauuku
obeabeliena y cknajly ca Mepama 3alITHTe O/ NoXapa..

Meceune KonMje MOJATAKa ce WyBajy M BaH MHCTHTYUMje-Cyla y ciyuajy noxkapa,
oNAaBa M CAHYHO.

HenpasHocT Konija-apxusa nposepasa anmuincrpatop MKT cuctema.

Ynan 15.

TpaBHIHHK CTYNa Ha NpaBHY CHAry AaHoM 0GjaB/bHBarba HA Or1acHoj Tabau cyaa, rae
e GuTv manoken 30 1ana, KaKo GH Ce CBH 3ANIOCICHM YNIOSHATH Ca HCTHM.

TMpaBuauKK 0GjaBUTH H HA HHTEPHET CTPAHHLIA CY/A.

B.O. TPEJICEJTHUKA
OCHOBHOI" CY/JIA ¥ TIETPOBLLY HA MJIABH
Bane Mapkosuh

\Dlteeeceeceeny~




